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is the integration of digital technology into all

areas of a business, resulting in fundamental
changes to how businesses operate and how

they deliver value to customers.
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is the integration of security into all
areas of digital technology, resulting in
a that provides a
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The Threat Landscape is Continually Changing
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today’s issues...

Areas of Greatest
Concern for Security*

° Cloud
Vulnerability
in IT systems

@ Inside Threats
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OF ENTERPRISES

BREACHED

IN THE LAST 12 MONTHS*

Time to
Detect Breach*

27%

A 28
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More than 2%

1 hour for

* Source: Fortinet-sponsored Lightspeed GMI survey




BEZPECNOSTNI DOPORUCENI NUKIB PRO
ADMINISTRATORY 3.0

CLENTE SIiT NA MENSI CELKY (SEGMENTACE)

A STRIKTNE ODDELU)TE UZIVATELSKA PRAVA NAPRIC UZIVATELI (SEGREGACE)

s cilem oddélit citlivé informace a kritické sluzby typu autentizace uZivateld (napf. Microsoft Active
Directory) a vytvofit zony s riznou Grovni bezpecnostnich omezeni. stavajicich soubortd nebo zmén
konfigurace.
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BLOKUJTE SKODLIVE IP ADRESY A DOMENY NA UROVNI GATEWAY (BLACKLISTY),
vcetné dynamickych a jinych domén poskytovanych zdarma anonymnim uZivatelim internetu.

NASADTE SITOVE SYSTEMY DETEKCE / PREVENCE PRUNIKU (IDS/1PS)
pouzivajici signatury a heuristiky k identifikaci anomalniho provozu v ramci sité i prekracujiciho
perimetr.

SLEDUJTE SiTOVY PROVOZ

pomoci vybranych sitovych prvki nebo rozmisténim dedikovanych sitovych sond. Sledujte komunikaci
mezi klienty a servery, komunikaci klientd do internetu, komunikaci mezi servery i provoz na perimet-
ru sité a identifikujte provozni a bezpecnostni problémy.

UCHOVAVE)TE SiTovY PROVOZ

z/do kritickych pracovnich stanic a servert a provoz prekraujici perimetr sité pro pripadné forenzni
zkoumani po priniku do sité a systémi. Zaznamy sitového provozu doporucujeme uchovavat po dobu
minimalné 12 mésicu, vice podle mistnich okolnosti a vyznamu sité - v pfipadé kritické informacni
infrastruktury (KIl) a u informaénich systémi zakladni sluzby (PZS) podle zakona o kybernetické
bezpecnosti a navaznych vyhlasek je minimalni lhita 18 mésicu. V pFipadé siti strategického vyznamu
zvaZte i moZnost automaticky aktivovaného plného zaznamu datového provozu (PCAP), a to jak na
primarnich, tak zaloZnich systémech (napf. webovych nebo systémovych serverech).

KONTROLUJTE PRICHOZI E-MAILY

pomoci mechanismli Sender ID, SPF (Sender Policy Framework), DKIM (DomainKeys Identified Mail)
a DMARC (Domain-based Message Authentication, Reporting and Conformance) a blokujte podvrzené
zpravy. Tyto mechanismy nastavte i pro moznou kontrolu odchozich zprav druhou stranou.



BEZPECNOSTNI DOPORUCENI NUKIB PRO
ADMINISTRATORY 3.0
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POUZIVE)JTE SIFROVANE SPOJENI MEZI POSTOVNIMI SERVERY (TLS)
pro zajisténi duvérnosti e-mailové komunikace. Kontrolu obsahu provadéjte aZ poté, co je e-mailovy
provoz deSifrovan.

PROVADE)TE AUTOMATIZOVANOU DYNAMICKOU ANALYZU OBSAHU E-MAI LU A WEBU
provadénou v sandboxu - hledejte podezielé chovani podle sitového provozu, tvorby novych soubord,
upravy stavajicich souborl nebo zmén konfigurace.

VYUZIJTE APLIKACNI FIREWALL
k blokovani komunikace jinych neZ povolenych aplikaci (whitelisting) a blokovani nestandardniho
provozu. V pripadé koncovych stanic blokujte také spojeni iniciovana jinou stranou.

KONTROLUJTE POUZIVANE CERTIFIKATY
predevSim pro SSH autentizaci, webové servery, vzdalenou plochu apod. Kde je to mozné, pouzijte
Sifrovanou komunikaci.

ZAJISTETE CENTRALIZOVANE A CASOVE SYNCHRONIZOVANE LOGOVANI SITOVYCH UDALOSTI
(povolenych a blokovanych) s okamZitym automatickym vyhodnocovanim a uloZenim po dobu
minimalné 18 mésicl, vice podle mistnich okolnosti a vyznamu sité.

VOLTE JEDNODUCHE DOMENOVE NAZVY . y
aby byly jasné viditelné pfipadné zamény pismen ve phishingovych e-mailech.

APLIKUJTE WHITELISTING WEBOVYCH DOMEN
pro vSechny domény - pokud to dovoluje charakter prace uzivatell. Tento pfistup je GCinnéjsi nez
blacklistovat malé procento Skodlivych domén.

NASADTE ANTI-DDOS TECHNOLOGIE,
které miuzZete po dukladné Gvodni analyze Fesit bud vlastnimi silami, nebo ve spolupraci s poskyto-
vatelem internetového pripojeni. Anti DDoS ochranu nasadte na kompletni IP rozsahy vasi organizace.

VYPRACU)TE DISASTER RECOVERY PLAN (DRP)
a méjte pripravené spravné a funkcni emailové adresy a telefonni Cisla na ostatni administratory,
nadfizené pracovniky a CERT/CSIRT tymy.



Fortinet Security Fabric

BROAD

Visibility of the entire
digital attack surface

INTEGRATED

Al-driven breach prevention across
devices, networks, and applications

AUTOMATED

Operations, orchestration,
and response
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Fortinet End-to-End Solution
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Fabric Ready Partners
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We Lead The Industry in Innovation

F::RTINET, 596

Competitor data based on patents issued as
listed by the U.S. Patent and Trademark Office

566 U.S. Patents

30 International Patents
596 Global Patents
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Advanced Web Based Att
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Email (92.3%) and Web (6.3%) are
the two main primary vectors for
malware entering an organization.*

4% of people will click on a phishing
email which is often used to gain a

foothold in the network via malware  _ :
or credential phishing.” oo T | v | v o ||

Malware laden scripts and adverts ; _
mean malware can show up on the
most popular and trusted websites NN

SECURITYe
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SECURTTYWEEK NETWORK:  Information Secu urity News | Infosec Island | CISO Forum
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INTERNET AND ENTERPRISE SECURITY NEWS, INSIGHTS & ANALYSIS Subscribe | 2019 CISO Forum, Presented b,

Chinese Attackers Hacked Forbes Website in
atering Hole Attack: Sec y Firms

A Chinese attack group ole attack

! targeting visitors work e rding to

two security companie:

REVIEW AND PRINT REWARD
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Fortilsolator - Zero Trust Web Browsing

Malicious Web Page

/ﬁ\\ /i\ /'\ /':?\ /Ii\ Clientless remote browser isolation

Works with any modern HTMLS capable
t browser
FETCH Mitigate against web based threats
EXECUTE whilst retaining productivity
RENDER No third party code ever runs on the local
machine
t Browser session runs in clean remote
container

“ Rendered page image displayed to client
' Supports web page interactivity e.g.
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links, forms, video, audio



Product Overview
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Safe Content Rendering

Directly accessed using Chrome
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Safe Content Rendering

20+
Scripts

Tracking
cookies &
scripts

Directly accessed using Chrome

3 party
scripts &
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Accessed via Fortilsolator using Chrome
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