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Novy Thales

Revenue*
A balanced
around revenue structure

Our team Around the world € 1 9 b n
E— = 60% 40% ﬁ
80 000 68 Civil : l/e . Defence

’ i .,‘._\ *Based on Thales and Gemalto reported 2017 consolidated income statements.
employees /%% A

Innovation

€elbn+
self-funded S
R&D* 2017

Does not include externally
financed R&D.
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Would your data be secure after a breach?

The

The
Reality

of enterprises aren’t confident their datz
of enterprises say their perimeter security would be secure after a breach.
technology is quite effective at keeping

unauthorized users out of their networks.

: 2017 Gemalto Data Security Confidence Index report
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Move security beyond the perimeter to defend what's really under
attack

______________________________________

ICRYPT SENSITIVE DATA * Manage key lifecycle

* Store keys securely
Secure data at rest and data in motion * Manage cryptographic resources
Secure data across cloud, virtual, and on-

premises environments
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CONTROL ACCESS
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* Manage and ensure appropriate access to
resources across enterprise environments
Provide strong multi-factor authentication tc
corporate resources
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Some quotes from Wer=
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watcning
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r'Werner Vogels — CTO AWS

WS Summit Berlin 20192 Keynote - February 27
tps://www.youtiube.com/watch¢v=loilscPHiiA
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Everytilng

We need to make sure that all the
pieces we are building are also
individually prote

Is the one
fool you have to make sur

the only one who has access
data.

Over 116 different services within
AWS with encryption enabled, 52 of
them you can bring your own keys.

We urged you fo

. Because if you do
that you are the only one who

decide who has access. Not AWS

not cm)/ foreign entity. It is you who
controls access to your systems.
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[he main causes of cyber threats

Main cause of attacks Main cause of damages
IDENTITY THEFT UNENCRYPTED DATA
69-.

of breach
Incidents
came from P
identity theft Sl

of breaches involved
unencrypted data
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Data a jejich hodnota na trhu

'hat Did Breaches Look Like So Far in 2019?

breach trends observed in the first quarter continued and remained strong as we moved through the

way point of the year. The disclosure rate for publicly reported breaches continued its breakneck pace,
ping to over 3,800 breaches in the first six months. This represents a 50% or more increase over each of the
r four years, begging the question: why?

interest in user credentials is the key. Troves of username and password combinations continue to become
lable on forums and file sharing sites while phishing for access credentials - a perennially popular method

gaining access to systems and services - has surged in recent months, proving once again that tried and true
al engineering techniques still produce results for attackers.
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Cyber Risk
Analytics

2019 MidYear Quicl

Data Breach Repor
Issued August, 2019
Data as of July, 2019
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~o prinesl Cloud computing
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! For users: N 4

. . !  For IT:

'+ Frustration or Dangerous ! :

| - , * PW resets

i * SamePassword everywhere LS L

e PW Faticue | ' e Security risk

| g : +* Lack of visibility

«.* Security work arounds / \

— :
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>0 resi SSO a co neresi

___________________________________

-———

sers:
ynvenient and hassle free

Not Ideal for IT:
+ * Security risk: if the credential is compromised, all

| apps will be vulnerable

E * Visibility: Can’t track which apps are being accessed
i and when

R eSS N
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\ccess Management — fizeni pristupu k assetum : SSO + IT Control
Nin-Win pro uzivatele a IT

Sers:
sthenticate once and step up

ly when required i .+ Set the access policy per cloud app

' * Get visibility on who is accessing what, when
and how

i« Maintain security, reduce PW workarounds
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S afe N et Tru Sted ACCGSS Login request

Acme Access |
1 SMS  Biometric TP Push
2365 salesforce GO gle V @
& Codt  wEam @ box IDENTIFY Q 0
Jesk ¥ slack SOINVICERERY 0ropbox “bamboorr MY Validate user’s
o Hardware
X a @ o identity

\ o e Sharefile EVERNOTE Mo&alron BLUE COAT

ections Orv?Eﬁocﬁte i@ f;zscalel S PUlSeSeCUre D?iol

vALL SAP Concur M paloalio  splunksenterprise @orkplace e A

GlobalProtect

3 2
APPLY ASSESS
Apply appropriate Assess which
access controls, access policy ' E
with smart single should be applied - ;

sign on

afeNet Trusted Access allows organizations to manage access to cloud applications by validating identities, determining levels of
rust and applying appropriate access controls each time the user accesses a cloud service.

Identity and Access Management GEMALTO PUBLIC m.ltc



VIFA — multifaktova autentizace — pro koho, kdy, kde ?

Policy Scope ©
P Google IT Admins
G Suite
i Users @
( rvSIaCk servicenuw All Users @ Any of these User Groups:

Standard Users

X @ gﬁ:&lreﬁle

Default Requirements ©

When an access attempt occurs, then access is

@ Granted
Denied

After authenticating using the factors

Confluence
C-Suite v Password ©
ORACLE g o Once per session
WERLORES ‘@ Ci-Application ® Every access attempt
All Applications @ Any of these Applications: v| Token Based Authentication (1]
(OTP)
I'get AppS UserS/G roups = | = % Once per session
@ Every access attempt
sted Access ~ @ ‘ 8 - | & -
tempts: History o
M Granted [l Failed o N o
> - Define Policies
pa— —~—
* Scenario-driven
——— * Compliance-focused
f——— * Based on context & risk
°

Set Auth rules by policy
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